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APPARATUSES AND METHODS FOR PET
ACCESS CONTROL

FIELD OF THE INVENTION

The present disclosure relates generally to the technical
field of computing, and more particularly, to apparatuses and
methods for pet access control.

BACKGROUND

The background description provided herein is for gen-
erally presenting the context of the disclosure. Unless oth-
erwise indicated herein, the materials described in this
section are not prior art to the claims in this application and
are not admitted to be prior art or suggestions of the prior art
by inclusion in this section.

A pet door is a small portal in a wall, window or door to
allow pets to access a dwelling or structures alike on their
own. Some pet doors could be simple openings without a
cover. Some pet doors may be equipped with a hinged or
spring-loaded panel or flexible flap. More advanced pet
doors may be electronically controlled. In general, the size
of a pet door is calculated to be big enough to allow the pet
access, but small enough to protect against undesirable
weather conditions and larger-bodied intruders.

Pet access control, e.g., via a pet door, may be beneficial
to millions of pet owners and their pets. For example, it is
estimated that more than half of U.S. households own at
least one pet. In many cases, pet owners may need to work
or attend school most of the day. However, their pets may
need to enter or exit a dwelling periodically throughout the
day and may still need attention from or desire some
interaction with their owners. On the other hand, pet owners
may want to be responsible for the care and well-being of
their pets or manage their pets’ behavior while the pets are
unsupervised.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will be readily understood by the following
detailed description in conjunction with the accompanying
drawings. To facilitate this description, like reference
numerals designate like structural elements. Embodiments
are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings.

FIG. 1 is a schematic diagram illustrating an example
system configuration for pet access control, incorporating
aspects of the present disclosure, in accordance with various
embodiments.

FIG. 2 is a schematic diagram illustrating an example
apparatus for pet access control, incorporating aspects of the
present disclosure, in accordance with various embodi-
ments.

FIG. 3 is a flow diagram of an example process for pet
access control, which may be practiced by an example
apparatus, incorporating aspects of the present disclosure, in
accordance with various embodiments.

FIG. 4 is a flow diagram of another example process for
pet access control, which may be practiced by an example
apparatus, incorporating aspects of the present disclosure, in
accordance with various embodiments.

FIG. 5 illustrates an example computing device suitable
for practicing the disclosed embodiments, in accordance
with various embodiments.
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FIG. 6 illustrates an article of manufacture having pro-
gramming instructions, incorporating aspects of the present
disclosure, in accordance with various embodiments.

DETAILED DESCRIPTION

Embodiments of apparatuses and methods for pet access
control are described. In embodiments, a device may include
an identification module to receive a digital identification
from a pet. Moreover, the device may include an authenti-
cation module, coupled to the identification module, to
determine an access authorization for the pet based on the
digital identification and at least one access rule. Further-
more, the device may include an action module, coupled to
the authentication module, to control an opening of an entry
based on the access authorization. These and other aspects of
the present disclosure will be more fully described below.

In the following detailed description, reference is made to
the accompanying drawings, which form a part hereof,
wherein like numerals designate like parts throughout, and
in which is shown by way of illustration embodiments that
may be practiced. It is to be understood that other embodi-
ments may be utilized and structural or logical changes may
be made without departing from the scope of the present
disclosure. Therefore, the following detailed description is
not to be taken in a limiting sense, and the scope of
embodiments is defined by the appended claims and their
equivalents.

Various operations may be described as multiple discrete
actions or operations in turn, in a manner that is most helpful
in understanding the claimed subject matter. However, the
order of description should not be construed as to imply that
these operations are necessarily order dependent. In particu-
lar, these operations may not be performed in the order of
presentation. Operations described may be performed in a
different order than the described embodiment. Various
additional operations may be performed and/or described
operations may be omitted in additional embodiments.

For the purposes of the present disclosure, the phrase “A
and/or B” means (A), (B), or (A and B). For the purposes of
the present disclosure, the phrase “A, B, and/or C” means
(A), (B), (C), (Aand B), (A and C), (B and C), or (A, B, and
C). Where the disclosure recites “a” or “a first” element or
the equivalent thereof, such disclosure includes one or more
such elements, neither requiring nor excluding two or more
such elements. Further, ordinal indicators (e.g., first, second,
or third) for identified elements are used to distinguish
between the elements, and do not indicate or imply a
required or limited number of such elements, nor do they
indicate a particular position or order of such elements
unless otherwise specifically stated.

Reference in the description to one embodiment or an
embodiment means that a particular feature, structure, or
characteristic described in connection with the embodiment
is included in at least one embodiment of the invention. The
description may use the phrases “in one embodiment,” “in

29 c 29 c

another embodiment,” “in some embodiments,” “in embodi-
ments,” “in various embodiments,” or the like, which may
each refer to one or more of the same or different embodi-
ments. Furthermore, the terms “comprising,” “including,”
“having,” and the like, as used with respect to embodiments
of the present disclosure, are synonymous.

In embodiments, the term “module” may refer to, be part
of, or include an application specific integrated circuit
(ASIC), an electronic circuit, a processor (shared, dedicated,
or group), and/or memory (shared, dedicated, or group) that

execute one or more software or firmware programs, a
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combinational logic circuit, and/or other suitable compo-
nents that provide the described functionality. In embodi-
ments, a module may be implemented in firmware, hard-
ware, software, or any combination of firmware, hardware,
and software.

In embodiments, for the purposes of the present disclo-
sure, the term “recommendation” means any decision mak-
ing, inference, or discovery, e.g., based at least in part on
environmental data. For the purposes of the present disclo-
sure, the phrase “context” or “contextual information”
means any information that can be used to characterize the
interaction between a user and a particular environmental
setting.

Referring now to FIG. 1, an example system configuration
for pet access control, in accordance with various embodi-
ments, is illustrated. System 100 may include various user
devices of one or more users, where some or all of these user
devices may have direct or indirect access via networking to
service devices on a cloud or a pet access control device,
which may be used to control access and provide trainings
for pets.

As illustrated in FIG. 1, user devices may include mobile
device 112, wearable devices 114 and 116, or mobile device
118. In some embodiments, user devices may wirelessly
connect to service devices in computing cloud 140 (herein-
after, cloud 140), such as application server 142 and data
server 144. In some embodiments, user devices may wire-
lessly connect to control device 130, directly or via cloud
140. As will be described in more detail below, user devices,
and service devices may be respectively incorporated with
corresponding teachings of the present disclosure to manage
pet access control via control device 130.

In embodiments, wearable device 114 or 116 may be
wearable miniature computers, also known as body-borne
computers. In embodiments, wearable device 114 or 116
may have a device body or form factor with shape, dimen-
sion, and materials configured for the device to be worn by
user 110. As an example, wearable device 114 may have a
form factor configured to be worn on a wrist, such as in the
arrangement of watches. As another example, wearable
device 116 may have a form factor configured to be worn on
a head, such as in the arrangement of eyeglasses. In embodi-
ments, wearable device 114 or 116 may also be worn by the
wearer under, with, or on top of clothing near other parts of
a human body, such as the arm, leg, neck, foot, etc.

In embodiments, mobile device 112 may be a mobile
computer, such as a laptop computer. Mobile device 118
may be a portable communication device, such as a smart-
phone or a tablet computer. While not illustrated, user
devices in system 100 may also include a handheld com-
puter, a laptop, a cellular phone, a pager, an audio and/or
video player (e.g., an MP3 player, a DVD player, etc.), a
gaming device, a video camera, a digital camera, a naviga-
tion device (e.g., a GPS device), a wireless peripheral (e.g.,
a headset, etc.), and/or other suitable user electronic devices,
enhanced with the teachings of the present disclosure.

In embodiments, wearable device 114 or 116, mobile
devices 112 or 118, or other suitable user devices may be
equipped with suitable user interface and input/output
devices, to enable user 110 to manage pet access and pet
training via control device 130. In some embodiments, these
user devices may be configured to communicate with control
device 130 using dedicated short-range communications
(DSRC), near field communication (NFC), or Bluetooth and
Wi-Fi connections. Recognizing that the foregoing commu-
nication technologies were merely indicative of potential
underlying communication technologies, which may be used
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between a user device and control device 130, in other
embodiments, different communication technologies may
also be used. Therefore, a user device may receive infor-
mation about pets from control device 130 or send control/
management commands to control device 130.

In embodiments, user devices in system 100 may be
configured to communicate with cloud 140, a computing
infrastructure complex. Cloud 140 may support cloud com-
puting, which generally refers to an adequately resourced
computing model with resources, such as hardware, storage,
management solutions, security solutions, business applica-
tions, etc., available as services via networking Cloud 140
may generally offer its services as infrastructure as a service
(IaaS), platform as a service (PaaS), software as a service
(SaaS), network as a service (NaaS), and communication as
a service (CaaS). Moreover, cloud 140 may specifically offer
services, based on one or more service types, such as laaS,
PaaS, SaaS, NaaS, or CaaS, supporting pet access control
services. Furthermore, such services may be made available
on demand and may be delivered economically.

In embodiments, cloud 140 may include one or more
server devices, for example, application server 142 and/or
data server 144, incorporated with the teachings of the
present disclosure, to cooperatively enable pet access con-
trol. In embodiments, application server 142 may perform
application related logic relating to pet access control. In
some embodiments, application server 142 may be config-
ured to manage users, various control devices, and their
respective relationships. Therefore, application server 142
may provide a user access to a specific pet control device
based on predetermined access rule. As an example, the
manufacture or the distributor of control device 130 may set
up application server 142 on cloud 140 so that user 110 may
register and/or manage control device 130 remotely. In some
embodiments, application server 142 may provide more
comprehensive or additional management functions for
users to manage their control devices online, compared to
what a stand-alone control device may provide. In some
embodiments, some components/functions of application
server 142 may be distributed to various locations in cloud
140 or control device 130. Similarly, some components/
functions of control device 130 may be consolidated back to
application server 142 in other embodiments.

In embodiments, data server 144 may be configured to
serve multiple user devices associated with user 110, as well
as multiple users. Data server 144 may be configured to store
technical specifications of various control devices, users’
information, and information of user devices. Data server
144 may be configured to register or associate multiple user
devices with user 110, such as wearable device 114 and
mobile device 118, using, for example, the user’s email
address, phone number, driver’s license number, student
identification number, passport number, biological informa-
tion, or any other suitable credential. Therefore, regardless
of which user device user 110 may use, data server 144 may
still properly relate the user device with its associated
control devices. In embodiments, a user device, a control
device, and a server device may be separate and different
entities.

In embodiments, cloud 140 may include one or more
wireless and/or wired networks to operatively couple the
user devices or merchant devices to those service devices.
Cloud 140 may be accessed via public and/or private net-
works, such as, but not limited to, the Internet, a telephone
network (e.g., public switched telephone network (PSTN)),
a local area network (LAN), a wide area network (WAN), a
cable network, an Ethernet network, and so forth. Wireless
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communication networks may include various combinations
of wireless personal area networks (WPANS5), wireless local
area networks (WLANSs), wireless metropolitan area net-
works (WMANSs), and/or wireless wide area networks
(WWANS). In embodiments, a user device or a control
device may be coupled to these networks via a cellular
network and/or a wireless connection.

In various embodiments, pet 120 may carry tag 122,
which may include a unique identification of pet 120. In
some embodiments, tag 122 may be mounted to a wearable
device for pet 120, such as a collar. In other embodiments,
tag 122 may be a microchip implanted in pet 120. In various
embodiments, tag 122 may wirelessly communicate with
control device 130. In some embodiments, tag 122 may
transmitter a code via optical communications, e.g., infrared,
to control device 130. In some embodiments, tag 122 may
transmit the code to control device 130 via near field
communication (NFC). As an example, tag 122 may include
an unpowered NFC chip. In some embodiments, tag 122
may transmit the code to control device 130 using radio-
frequency electromagnetic fields in a radio-frequency iden-
tification (RFID) standard; for example, tag 122 may include
an RFID transponder. The RFID transponder may contain
electronically stored information, such as identification,
location, or time information. The RFID transponder may be
powered by and read at short ranges via magnetic fields by
control device 130. In other embodiments, communications
between tag 122 and control device 130 may be based in
other suitable communication technologies.

Control device 130 may provide pet access control and
pet training in various embodiments. At least one embodi-
ment of control device 130 is further illustrated in FIG. 2. In
various embodiments, control device 130 may have a suit-
able form factor so that it may be packaged together with a
pet door/gate. In some embodiments, the pet door may have
multiple gating measures in different size. Control device
130 may selectively unlock a suitable gating measure based
on the particular pet that needs access, e.g., unlock a small
cat flap or a large dog door depends on which pet needs
access.

In various embodiments, control device 130 may enable
a pet owner to fully control pet access from any location
through a user device over a network, e.g., Internet. As an
example, user 110 may create a set of access rules in a user
device to be used by control device 130. As another
example, user 110 may program control device 130 via a
user device. As yet another example, real-time information
captured by control device 130 may be transmitted to the pet
owner for the pet owner to make decisions on pet access
control.

In various embodiments, control device 130 may enable
multiple authentication mechanisms. For example, one
authentication mechanism may be based on the information
transmitted from tag 122; another authentication mechanism
may be based on a visual or audio sample of pet 120; yet
another authentication mechanism may be based on the
behavioral model of pet 120; and yet another authentication
mechanism may be based on the response of pet 120 to a
visual cue or an audio command from control device 130.
Therefore, control device 130 may enable precise access
control for pets, prevent tailgating by other animals, and
prevent people from using an animal’s tag to gain unauthor-
ized access.

In various embodiments, control device 130 may be
equipped with or coupled to a speaker, a microphone, a
display, a treat dispenser, and/or other peripheral devices
(not shown) to facilitate authentication or pet training Par-
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ticularly, pet behavior may be trained via control device 130
without the pet owner being present. As an example, pet
access may be denied if the pet keeps on barking or whining,
so that the pet may be trained to be quiet. As another
example, voice commands of the pet owner may be recorded
and stored in control device 130, so that selective commands
may be played back to the pet based on its situation. For
example, a command of “shower” may be given when a
muddy dog is detected, so that the dog may be trained to take
a shower in a designated shower place before being granted
access. In various embodiments, good behavior or a correct
response from a pet may be acknowledged by a pet treat
dispensed from a treat dispenser, an audio signal, and/or an
indicator that the door is unlocked, e.g., a green light on the
pet door.

In various embodiments, control device 130 may log pet
access records. Pet access records may include successful
and/or failed entries made by known or unknown pets. As an
example, pets with RFID tags may be specifically logged at
their time of entry. As another example, any animal that
agitates control device 130, e.g., via a motion sensor of
control device 130; any visual activities in the vicinity of
control device 130, e.g., within visual range of a camera of
control device 130; or any sound audible to control device
130, e.g., audio beyond an audio threshold of a voice-
activated microphone of control device 130, may all be
selectively logged based on user-defined rules or system
configuration of control device 130. In various embodi-
ments, pet access records may provide pet owners behavior
information of pets, thus enabling pet owners to make
intelligent decisions for future pet training, e.g., via control
device 130.

In various embodiments, control device 130 may be
programmed with inclusion rules as well as exclusion rules
so that eligible pets may gain access, while ineligible
animals (ill animals, intruders, tailgaters, etc.) may be
denied access. With control device 130, pets may be allowed
to exit or enter a dwelling for potty breaks, exercise, and
outside freedom. Appropriate pet access, e.g., to the yard,
means not only reduced accidents but also improved health
for pets, e.g., by preventing bladder infections due to hold-
ing for too long. With control device 130, a pet door may
have improved weather resistance, and home security
against stray animals and other intruders, for example,
unrecognized animals may be denied access. With control
device 130, pet access may be managed and controlled by a
set of inclusion and exclusion rules based on the time, the
location, the identification of the pet, the behavior of the pet,
and/or other factors.

In various embodiments, control device 130 may be
developed from the Intel® Edison development platform,
which is a tiny computer with one or more cores, and
networking capabilities, e.g., via Bluetooth and Wi-Fi.

Referring now to FIG. 2, a schematic diagram illustrating
an example apparatus for pet access control, incorporating
aspects of the present disclosure, in accordance with various
embodiments, is illustrated. In some embodiments, appara-
tus 200 may include identification module 250, input mod-
ule 220, output module 230, authentication module 260,
action module 270, and networking module 280. In other
embodiments, different modules may be implemented to
realize similar functionalities in aforementioned modules.

In embodiments, identification module 250 may be con-
figured to receive a digital identification from a pet. In some
embodiments, identification module 250 may include a
radio-frequency identification reader to read an RFID. In
some embodiments, identification module 250 may include



US 9,472,032 B2

7

an infrared reader to read a modulated infrared beam. In
other embodiments, identification module 250 may utilize
other technologies to decode the digital identification, e.g.,
contained in tag 122 in connection with FIG. 1.

In embodiments, authentication module 260 may be con-
figured to determine an access authorization for the pet
based on the digital identification received by identification
module 250 and at least one access rule. In embodiments,
access rules may include inclusion rules as well as exclusion
rules. Inclusion rules may define criteria for granting access
while exclusion rules may define criteria for denying access.
As an example, a simple inclusion rule may grant access to
a specific digital identification. By the same token, a simple
exclusion rule may deny access to a specific digital identi-
fication, e.g., an ID associated with a neighbor’s pet. As
another example, a time-based inclusion or exclusion rule
may define specific hours for keeping a pet either inside or
outside, e.g., after midnight, all pets may be denied access
for six hours. In embodiments, inclusion or exclusion rules
may be deterministic or heuristic. As an example, a rule to
grant access to a pet solely based on its digital identification
is deterministic. On the other hand, a rule to deny access to
a pet based on whether there is another tailgating animal
may be heuristic, as determining tailgating usually may
relate to a speculative formulation.

In embodiments, input module 220 may be configured to
include an audio input or image capture device, coupled to
authentication module 260, to capture audio or image infor-
mation of a pet or the area surrounding a pet door. Visual or
audio indicators of the pet or the surrounding area may
enable authentication module 260 to conduct another level
of authentication. In various embodiments, authentication
module 260 may determine the access authorization further
based on the audio or image information captured. As an
example, images of authorized pets may be stored in appa-
ratus 200. Further, authentication module 260 may be con-
figured to perform image recognition by comparing the
image captured with known pet images. As another example,
voice samples (e.g., barking, whining) of authorized pets
may be stored in apparatus 200. Thus, authentication module
260 may perform voice recognition by comparing the cap-
tured audio sample with known pet voice samples. On the
other hand, authentication module 260 may utilize exclusion
rules based on image/voice recognition. As an example,
authentication module 260 may deny the access authoriza-
tion upon detecting another pet in the vicinity of the pet
based on images captured by the image capture device, so
that tailgating may be discouraged. As another example,
authentication module 260 may deny the access authoriza-
tion upon detecting barking or other animal noises indicating
danger for pets, so that pets may stay safe in the home.

In various embodiments, input module 220 may be con-
figured to capture the motion of a pet using its audio input
and image capture devices or other appropriate sensors. The
motion of a pet may include information about the direction,
the speed, the path, and even the projected trajectory of a
pet’s movement. Accordingly, authentication module 260
may determine whether a pet needs access to a pet door or
is just playing around the pet door. In the latter case, no
further authentication steps may be conducted by authenti-
cation module 260. In some embodiments, a pet door may be
opened in two or more different directions, such as toward
the inside or outside, or even to different rooms that a pet
may go into. In this case, authentication module 260 may
determine the appropriate opening direction for a pet door
based at least in part on the projected trajectory of a pet’s
movement.
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In various embodiments, input module 220 may be con-
figured to capture the biometric information of a pet using its
audio input and image capture devices or other appropriate
sensors. Biometric information may be used by authentica-
tion module 260 to identify a pet based on its distinctive
characteristics, such as physiological characteristics (e.g.,
fingerprint, palm veins, face recognition, DNA, palm print,
hand geometry, retina, odor, etc.) or behavioral characteris-
tics (e.g., gait, voice, etc.)

In embodiments, output module 230 may be configured to
include an audio output or display device to provide an
audible instruction or a visual instruction to a pet. In some
embodiments, such instructions may be default to apparatus
200 or recorded in advance from the pet owner, e.g.,
configured through a user device. In other embodiments,
such instructions may be given by a pet owner or an
authorized user in real time, such as after receiving a prompt
for pet access authorization from apparatus 200. In various
embodiments, such instructions may be used to train pets.

In various embodiments, authentication module 260 may
be further configured to determine the access authorization
for a pet based at least in part on how the pet responds to the
audible instruction or a visual instruction. The response from
the pet may be captured by the audio input or image capture
device in input module 220. This level of authentication is
analogous to providing correct answers to a challenge. As an
example, a voice instruction of “‘sit” or other commands may
be played back to a pet requesting access. A well-trained pet
may demonstrate the expected response, such as to sit before
the pet door while a stray animal may not. Thus, authenti-
cation module 260 may further determine the access autho-
rization based on whether the pet is able to provide the
expected correct response.

With input module 220 and output module 230, apparatus
200 may prevent a pet from exiting or entering when
movement is detected outside the door that is not from an
authorized animal. Apparatus 200 may require specific
behavior from the pet before it uses the door, for example,
a pet’s known behaviors of sitting, tapping the door, etc.
when requesting access. Apparatus 200 may conduct addi-
tional layers of authentication based on captured images of
pets or the surroundings, or enable real-time monitoring of
a field of vision. Apparatus 200 may allow a pet owner to
manually unlock a pet door based on visual confirmation
provided by apparatus 200.

With input module 220 and output module 230, apparatus
200 may require specific audio indicators for pet access. As
an example, apparatus 200 may require a pet’s normal
behaviors to be observed for pet access, such as barking,
whining, etc. Alternatively, apparatus 200 may require spe-
cific noises to be absent for pet access. As an example,
apparatus 200 may be used to train pets to not bark or whine
by denying a pet access until the pet becomes quiet. As
another example, apparatus 200 may deny a pet access until
rain stops. As yet another example, apparatus 200 may deny
a pet access until other stray animals’ noise is away from the
pet door.

With input module 220 and output module 230, apparatus
200 may facilitate a pet owner to train a pet. As an example,
apparatus 200 may train a pet to provide visual or audio
indicators by automatically voicing commands when a rec-
ognized RFID tag is nearby. For instance, apparatus 200 may
be used to stop unwanted pet behavior, such as barking, by
giving the “quiet” command when barking is heard. In some
embodiments, apparatus 200 may serve as a conduit for a pet
owner to give real-time commands. For example, apparatus
200 may work as a real-time monitor and be connected to a
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remote user device, e.g., via networking module 280. In this
case, a pet owner may command a pet to perform or stop
certain behavior based on captured visual and audio infor-
mation.

In embodiments, action module 270 may be configured to
control operating of an entry based on the access authori-
zation. In various embodiments, the entry may be a pet door,
and apparatus 200 may additionally include the pet door.
Therefore, once the access is granted, the pet door may be
opened for a period of time, such as sixty seconds. In some
embodiments, action module 270 may re-lock the pet door
as soon as the pet completes its entry or exit, e.g., by
detecting the movement of the pet.

In embodiments, action module 270 may be further con-
figured to dispense a pet treat to the pet when authentication
module 260 verifies one or more predetermined behavioral
patterns of the pet. Action module 270 may be connected to
a treat dispenser, and action module 270 may actuate the
treat dispenser when authentication module 260 verifies an
expected behavior or response from a pet. As an example,
action module 270 may train and reinforce behaviors auto-
matically by dispensing treats when a dog sits on a dog mat
after entering the house. As another example, action module
270 may dispense treats to bring a pet within visual range of
the pet door for further authentication, such as for face
recognition. In various embodiments, good behavior or
correct response from a pet may be acknowledged by a treat
dispensed from a treat dispenser, an audio signal, and/or an
indicator that the door is unlocked, e.g., a green light on the
pet door.

In embodiments, networking module 280 may be coupled
with authentication module 260, and configured to wire-
lessly communicate with a user device to facilitate the user
device to configure or program apparatus 200. As an
example, a user device may be connected to networking
module 280 to program access rules for apparatus 200. As an
example, networking module 280 may be connected to a
user device to allow a user to record voice commands for
pets.

In embodiments, networking module 280 may be coupled
with identification module 250 and authentication module
260 to provide the received digital identification or the
captured image information of the pet to a user device, and
to receive, in response, from the user device, an access
command for authentication module 260. In some embodi-
ments, networking module 280 may facilitate real-time pet
access control by enabling a user device to monitor the
real-time situation near a pet door, and receiving real-time
commands from the user device.

In embodiments, networking module 280 may be coupled
with authentication module 260, to receive climate infor-
mation near the apparatus from an online service, so that
authentication module 260 may further determine the access
authorization for the pet based at least in part on the climate
information near apparatus 200. As an example, pet access
may be denied if there are thunderstorms or severe weather
conditions outdoors.

In embodiments, networking module 280 in apparatus
200 may utilize one or more wireless or wired networks to
communicate with other devices. These wireless or wired
networks may include public and/or private networks, such
as, but not limited to, LANs, WANSs, or the Internet. In some
embodiments, these wireless networks may include one or
more WPANs, WLANs, WMANSs, or WWANSs. In some
embodiments, these wireless networks may include cellular
networks.
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In some embodiments, communications to and from net-
working module 280 may be based at least in part on a
radio-frequency identification standard. As an example, a pet
tag may be equipped with a transponder to transfer data
using radio-frequency electromagnetic fields. The transpon-
der may contain electronically stored information, such as
the identification associated with the pet. The transponder
may be powered by and read at short ranges via magnetic
fields. In other embodiments, networking module 280 may
communicate with other devices based at least in part on
near field communication (NFC), optical communications,
or other suitable communication technologies, such as Blu-
etooth or Wi-Fi.

In embodiments, apparatus 200 may be implemented
differently as depicted in FIG. 2. As an example, input
module 220 or output module 230 may be integrated into
authentication module 260. As another example, identifica-
tion module 250 may also be integrated into authentication
module 260. In embodiments, some or all components of
apparatus 200 may be distributed across any number of
different devices or networks.

Referring now to FIG. 3, it is a flow diagram of an
example process for pet access control, which may be
practiced by an example user device in accordance with
various embodiments. The process 300 may be performed
by processing logic that comprises hardware (e.g., circuitry,
dedicated logic, programmable logic, microcode, etc.), soft-
ware (e.g., instructions run on a processing device to per-
form hardware simulation), or a combination thereof. The
processing logic may be configured for pet access control.
As such, process 300 may be performed by a computing
device, e.g., apparatus 200, to implement one or more
embodiments of the present disclosure.

In embodiments, the process may begin at block 310,
where a digital identification of a pet may be received, e.g.,
by control device 130 or identification module 250 in
apparatus 200. As discussed in connection with FIG. 1 and
FIG. 2, in embodiments, the digital identification may be
embodied in modulated signals, datagrams, infrared beams,
electronic messages, or any suitable format for containing
identification information. In some embodiments, the digital
identification may be sent by tag 122 voluntarily to control
device 130. In some embodiments, the digital identification
may be sent by tag 122 as a response to the request from
control device 130 in connection to FIG. 1. For example, tag
122 may be an RFID transponder, and it may be actuated by
an RFID reader in control device 130.

Next, at block 320, an audio or visual indicator of the pet
may be verified, e.g., by authentication module 260. As
discussed in connection with FIG. 2, an audio or visual input
device associated with input module 220 may capture the
audio or visual indicator of the pet. In some embodiments,
such an audio or visual indicator may be captured without
awareness of the pet. In other embodiments, such an audio
or visual indicator may be captured as a response from the
pet to system prompts from control device 130, such as
audio or visual commands. Further in other embodiments,
authentication module 260 may verify whether there is
another pet in the vicinity of the pet. The access may be
denied to prevent tailgating if another animal is detected in
the vicinity of the pet that requested access.

Next, at block 330, an access authorization may be
determined for the pet based on the digital identification, the
audio or visual indicator, and at least one access rule, e.g.,
by authentication module 260. In various embodiments,
authentication module 260 may use multiple layers of
authentication mechanisms, such as by checking the digital
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identification or by image recognition or voice recognition.
In various embodiments, authentication module 260 may
grant or deny pet access based on one or more access rules.
Access rules may include various inclusion or exclusion
rules. These rules may be deterministic or heuristic. These
rules may be prioritized in different ranks, such as in
primary, secondary, and tertiary rules. In some embodi-
ments, primary rules may be checked first. If no decisive
access determination is obtained, then secondary rules may
be checked. By the same token, tertiary rules may be
invoked for more complex situations. As an example, a
primary rule may be based on digital identifications. A
secondary rule may be based on audio or visual indicators of
a pet. A tertiary rule may be based on a response from the
pet to audio or visual commands issued to the pet.

In some embodiments, access rules may be related to
parameters independent of a particular pet. As an example,
access rules may be based on in-situ environmental infor-
mation, e.g., received from a weather service or from
sensors coupled to authentication module 260. As another
example, access rules may be based on time of day. For
instance, access may be limited to only certain predeter-
mined hours. Consequently, access may be granted or denied
based on when the digital identification is received. In
various embodiments, the result of such access authorization
may be saved into a access log.

Referring now to FIG. 4, it is a flow diagram of another
example process for providing access authorization for pets,
which may be practiced by an example merchant apparatus
in accordance with various embodiments. The process 400
may be performed by processing logic that comprises hard-
ware (e.g., circuitry, dedicated logic, programmable logic,
microcode, etc.), software (e.g., instructions run on a pro-
cessing device to perform hardware simulation), or a com-
bination thereof. The processing logic may be configured for
pet access control. As such, process 400 may be performed
by a computing device, e.g., apparatus 200, to implement
one or more embodiments of the present disclosure. In
embodiments, various blocks in FIG. 4 may be combined or
arranged in any suitable order, e.g., according to the par-
ticular configuration of a control device, to enable pet access
control.

In embodiments, the process may begin at block 410,
where an audible or visual instruction to the pet may be
provided in response to receiving the digital identification of
the pet, e.g., by authentication module 260 and output
module 230. In various embodiments, advanced authentica-
tion mechanisms may involve two-way communications
between a pet and authentication module 260. In some
embodiments, the audible or visual instructions may be
predetermined. As an example, a set of predetermined
commands may be arranged in a particular order and issued
to the pet at block 410. These commands may be arranged
in a fixed list. These commands may be dynamically reor-
dered in a random fashion. In other embodiments, the
audible or visual instructions may be dynamically generated.
As an example, such instructions may be generated based on
the actual scenario. For instance, a command of “shake”
may be issued to request the pet to remove water from its fur
by shaking if it is a rainy day.

Next, at block 420, a response of the pet to the audible or
visual instruction may be captured as an audio or visual
indicator of the pet, e.g., by input module 220. In embodi-
ments, a microphone, a camera, or a suitable sensor may be
used to capture the response of a pet to an instruction as the
audio or visual indicator of the pet. As an example, shaking
may be defined as rapid and intensive movement within a
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limited space. Therefore, a sequence of images capturing the
movement of a pet after the issuance of an instruction may
be used as the visual indicator of the pet. In some embodi-
ments, such an audio or visual indicator of the pet may be
analyzed by authentication module 260. In other embodi-
ments, such an audio or visual indicator of the pet may be
sent to the pet owner for inspection.

Next, at block 430, a pet treat may be dispensed to the pet
based on the audio or visual indicator, e.g., by action module
270. In some embodiments, block 430 may be optional. In
some embodiments, treat-dispensing may be used as a tool
to train the pet. As an example, a treat may be dispensed to
reinforce the correct response from the pet, or reward the pet
for being responsive to the instruction. In some embodi-
ments, treat- dispensing may be a tool to induce the pet to
a specific location so that further authentication mechanisms
may be performed, such as facial recognition where a clear
facial image may be needed. In this case, a further captured
facial image of the pet may be used as another visual
indicator of the pet.

Next, at block 440, the access authorization for the pet
may be further determined based on a comparison between
the audio or visual indicator of the pet and a known audio or
visual sample of the pet, e.g., by authentication module 260.
In some embodiments, the known audio or visual sample of
the pet may be prepared in advance, such as recorded by the
pet-owner. In some embodiments, the known audio or visual
sample of the pet may be learned by authentication module
260, e.g., from the access log that includes audio or visual
samples of the same pet. Authentication module 260 may
use any known technology for audio comparison or image
comparison. In some embodiments, the audio or visual
indicator of the pet may be transmitted to the pet owner, so
that the pet owner may judge whether the audio or visual
indicator of the pet complies with the expected behavior of
the pet.

FIG. 5 illustrates an embodiment of a computing device
500 suitable for practicing embodiments of the present
disclosure. Computing device 500 may have a suitable form
factor with shape, dimension, and materials configured to be
installed on or with a pet door/gate. As illustrated, comput-
ing device 500 may include system control logic 520
coupled to processor 510, to system memory 530, to non-
volatile memory (NVM)/storage 540, and to communication
interface 550. In various embodiments, processor 510 may
include one or more processor cores.

In embodiments, communication interface 550 may pro-
vide an interface for computing device 500 to communicate
with the variety of user devices or the variety of systems/
services in the cloud as previously discussed in connection
with FIG. 1. In embodiments, communication interface 550
may provide an interface for computing device 500 to
communicate over one or more networks and/or with any
other suitable device. Communication interface 550 may
include any suitable hardware and/or firmware, such as a
network adapter, one or more antennas, wireless interface(s),
and so forth. In various embodiments, communication inter-
face 550 may include an interface for computing device 500
to use radio-frequency identification (RFID), near field
communication (NFC), optical communications, or other
similar technologies to communicate directly (e.g., without
an intermediary) with another device. In various embodi-
ments, communication interface 550 may interoperate with
radio communications technologies such as, for example,
Wideband Code Division Multiple Access (WCDMA),
Global System for Mobile Communications (GSM), Long
Term Evolution (LTE), Bluetooth®, Zigbee, and the like.
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In some embodiments, system control logic 520 may
include any suitable interface controllers to provide for any
suitable interface to the processor 510 and/or to any suitable
device or component in communication with system control
logic 520. System control logic 520 may also interoperate
with a display (not shown), e.g., to display information to
pets. In various embodiments, the display may include one
of various display formats and forms, such as, for example,
liquid-crystal displays, cathode-ray tube displays, e-ink dis-
plays, projection displays. In various embodiments, the
display may include a touch screen.

In some embodiments, system control logic 520 may
include one or more memory controllers (not shown) to
provide an interface to system memory 530. System
memory 530 may be used to load and store data and/or
instructions, for example, for computing device 500. System
memory 530 may include any suitable volatile memory, such
as dynamic random access memory (DRAM), for example.

In some embodiments, system control logic 520 may
include one or more input/output (I/O) controller(s) (not
shown) to provide an interface to NVM/storage 540, com-
munication interface 550, and various input/output devices,
such as speakers, microphones, displayers, projectors, etc.
(peripheral devices not shown). NVM/storage 540 may be
used to store data and/or instructions, for example. NVM/
storage 540 may include any suitable non-volatile memory,
such as flash memory, for example, and/or may include any
suitable non-volatile storage device(s), such as one or more
hard disk drives (HDD), one or more solid-state drives, one
or more compact disc (CD) drives, and/or one or more
digital versatile disc (DVD) drives, for example. NVM/
storage 540 may include a storage resource that is physically
part of a device on which computing device 500 is installed
or it may be accessible by, but not necessarily a part of,
computing device 500. For example, NVM/storage 540 may
be accessed by computing device 500 over a network via
communication interface 550.

In embodiments, system memory 530, NVM/storage 540,
and system control logic 520 may include, in particular,
temporal and persistent copies of computational logic 532.
Computational logic 532 may include instructions that,
when executed by processor 510, result in computing device
500 providing pet access control, such as, but not limited to,
processes 300 of FIGS. 3 and 400 of FIG. 4. In embodi-
ments, computational logic 532 may include instructions
that, when executed by processor 510, result in computing
device 500 performing various functions associated with
identification module 250, input module 220, output module
230, authentication module 260, action module 270, or
networking module 280, in connection with FIG. 2.

In some embodiments, processor 510 may be packaged
together with system control logic 520 and/or computational
logic 532. In some embodiments, at least one of the pro-
cessor(s) 510 may be packaged together with system control
logic 520 and/or computational logic 532 to form a System
in Package (SiP). In some embodiments, processor 510 may
be integrated on the same die with system control logic 520
and/or computational logic 532. In some embodiments,
processor 510 may be integrated on the same die with
system control logic 520 and/or computational logic 532 to
form a System on Chip (SoC).

Depending on which modules of apparatus 200 in con-
nection with FIG. 2 are hosted by computing device 500, the
capabilities and/or performance characteristics of processor
510, system memory 530, and so forth, may vary. In various
implementations, computing device 500 may be an embed-
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ded system, a stand-alone computing device, or a part of an
integrated complex device, enhanced with the teachings of
the present disclosure.

FIG. 6 illustrates an article of manufacture 610 having
programming instructions, incorporating aspects of the pres-
ent disclosure, in accordance with various embodiments. In
various embodiments, an article of manufacture may be
employed to implement various embodiments of the present
disclosure. As shown, the article of manufacture 610 may
include a computer-readable non-transitory storage medium
620 where instructions 630 are configured to practice
embodiments of or aspects of embodiments of any one of the
processes described herein. The storage medium 620 may
represent a broad range of persistent storage media known in
the art, including but not limited to flash memory, dynamic
random access memory, static random access memory, an
optical disk, a magnetic disk, etc. Instructions 630 may
enable an apparatus, in response to its execution by the
apparatus, to perform various operations described herein.
As an example, storage medium 620 may include instruc-
tions 630 configured to cause an apparatus, e.g., apparatus
200 in connection with FIG. 2, to practice some aspects of
pet access control, e.g., as illustrated in process 300 of FIG.
3 or in process 400 of FIG. 4, in accordance with embodi-
ments of the present disclosure. In embodiments, computer-
readable storage medium 620 may include one or more
computer-readable non-transitory storage media. In other
embodiments, computer-readable storage medium 620 may
be transitory, such as signals, encoded with instructions 630.

Although certain embodiments have been illustrated and
described herein for purposes of description, a wide variety
of alternate and/or equivalent embodiments or implementa-
tions calculated to achieve the same purposes may be
substituted for the embodiments shown and described with-
out departing from the scope of the present disclosure. This
application is intended to cover any adaptations or variations
of the embodiments discussed herein. Therefore, it is mani-
festly intended that embodiments described herein be lim-
ited only by the claims.

The following paragraphs describe examples of various
embodiments.

Example 1 is an apparatus for animal access control,
which may include an identification module to receive a
digital identification from an animal; an authentication mod-
ule, coupled to the identification module, to determine an
access authorization for the animal based on the digital
identification and at least one access rule; and an action
module, coupled to the authentication module, to control
operating of an entry based on the access authorization.

Example 2 may include the subject matter of Example 1,
and may further include an audio input or image capture
device, coupled to the authentication module, to capture
audio or image information of the animal or surrounding of
the entry. The authentication module may determine the
access authorization further based on the audio or image
information captured.

Example 3 may include the subject matter of Example 2,
and may further specify that the authentication module is to
deny the access authorization upon detecting another animal
in a vicinity of the animal based at least in part on one or
more images captured by the image capture device.

Example 4 may include any subject matter of Examples
2-3, and may further include an audio output or display
device to provide an audible instruction or a visual instruc-
tion to the animal, wherein the authentication module is to
determine the access authorization for the animal based at
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least in part on a response of the animal captured by the
audio input or image capture device.

Example 5 may include any subject matter of Examples
1-4, and may further specify that the action module is further
configured to dispense an animal treat to the animal when
the authentication module verifies one or more predeter-
mined behavioral patterns of the animal.

Example 6 may include any subject matter of Examples
1-5, and may further specify that the identification module
comprises a radio-frequency identification reader.

Example 7 may include any subject matter of Examples
1-6, and may further specify that a networking module,
coupled with the authentication module, to wirelessly com-
municate with a user device to facilitate the user device to
program the authentication module.

Example 8 may include any subject matter of Examples
2-7, and may further include a networking module, coupled
with the identification module and the authentication mod-
ule, to provide the received digital identification or the
captured image information of the animal to a user device,
and to receive, in response, from the user device, an access
command for the authentication module.

Example 9 may include any subject matter of Examples
1-8, and may further include a networking module, coupled
to the authentication module, to receive climate information
near the apparatus from an online service, and wherein the
authentication module is to further determine the access
authorization for the animal based at least in part on the
climate information near the apparatus.

Example 10 may include any subject matter of Examples
1-8, and may further specify that the entry is an animal door.

Example 11 may include any subject matter of Examples
1-9, and may further specify that the apparatus further
includes an animal door.

Example 12 is a method for animal access control, which
may include receiving, by a computing device, a digital
identification of an animal; verifying, by the computing
device, an audio or video indicator of the animal; and
determining, by the computing device, an access authoriza-
tion for the animal based on the digital identification, the
audio or video indicator, and at least one access rule.

Example 13 may include the subject matter of Example
12, and may further include capturing, by the computing
device, the audio or video indicator of the animal; and
determining, by the computing device, the access authori-
zation for the animal based on a comparison between the
audio or video indicator of the animal and a known audio or
video sample of the animal.

Example 14 may include the subject matter of Example
12 or 13, and may further include providing, by the com-
puting device, an audible or visual instruction to the animal
in response to receiving the digital identification of the
animal.

Example 15 may include the subject matter of Example
14, and may further include causing, by the computing
device, an animal treat to be dispensed to the animal based
on a response of the animal to the audible or visual instruc-
tion.

Example 16 may include any subject matter of Examples
12-15, and may further include detecting, by the computing
device, another animal in a vicinity of the animal, wherein
determining is further based on whether the another animal
is detected in the vicinity.

Example 17 may include any subject matter of Examples
12-16, and may further include receiving, by the computing
device, in-situ environmental information near the animal;
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and determining, by the computing device, the access autho-
rization further based on the in-situ environmental informa-
tion.

Example 18 may include any subject matter of Examples
12-17, and may further specify that the determining is
further based on a time of day the digital identification is
received.

Example 19 may include any subject matter of Examples
12-18, and may further include logging, by the computing
device, a result of the determining into an access log.

Example 20 is at least one storage medium, which may
include a plurality of instructions configured to cause an
apparatus, in response to execution of the instructions by the
apparatus, to practice any subject matter of Examples 12-19.

Example 21 is an apparatus for animal access control,
which may include means to practice any subject matter of
Examples 12-19.

Example 22 is an apparatus for animal access control,
which may include means for receiving a digital identifica-
tion of an animal; means for verifying an audio or video
indicator of the animal; and means for determining an access
authorization for the animal based on the digital identifica-
tion, the audio or video indicator, and at least one access
rule.

Example 23 may include the subject matter of Example
22, and may further include means for means for capturing
the audio or video indicator of the animal; and wherein said
means for determining comprises means for comparing the
audio or video indicator of the animal and a known audio or
video sample of the animal.

Example 24 may include the subject matter of Example
22 or 23, and may further include means for providing an
audible or visual instruction to the animal in response to
receiving the digital identification of the animal.

Example 25 may include any subject matter of Examples
22-24, and may further include means for causing an animal
treat to be dispensed to the animal based at least in part on
a response of the animal to the audible or visual instruction.

An abstract is provided that will allow the reader to
ascertain the nature and gist of the technical disclosure. The
abstract is submitted with the understanding that it will not
be used to limit the scope or meaning of the claims. The
following claims are hereby incorporated into the detailed
description, with each claim standing on its own as a
separate embodiment.

What is claimed is:
1. An apparatus to provide authorized access for an
animal, comprising:

an identification module to receive a predetermined digi-
tal identification from the animal; an authentication
module, coupled to the identification module, to deter-
mine an access authorization for the animal based on
the digital identification and at least one access rule;
and

an action module, coupled to the authentication module,
to control operating of an entry based on the access
authorization;

an output module, coupled to the authentication module,
to provide an audible instruction or a visual instruction
to the animal in response to confirmed reception of the
predetermined digital identification;

an input module, coupled to the authentication module, to
capture an audio or image information of the animal or
surrounding of the entry and an audio or visual indi-
cator of the animal in response to providing the audible
instruction or the visual instruction; and
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wherein the authentication module is further to determine
the access authorization for the animal based at least in
part on the captured audio or image information of the
animal or surrounding of the entry, and a comparison
between the captured audio or visual indicator of the
animal and a known audio or video sample of the
animal.

2. The apparatus according to claim 1, wherein the
authentication module is to deny the access authorization
upon detecting another animal in a vicinity of the animal
based at least in part on one or more images captured by an
image capture device.

3. The apparatus according to claim 1, further comprising:

a networking module, coupled with the identification

module and the authentication module, to provide the
received digital identification or the captured image
information of the animal to a user device, and to
receive, in response, from the user device, an access
command for the authentication module.

4. The apparatus according to claim 1, wherein the action
module is further to dispense an animal treat to the animal
when the authentication module verifies one or more pre-
determined behavioral patterns of the animal.

5. The apparatus according to claim 1, wherein the
identification module comprises a radio-frequency identifi-
cation reader.

6. The apparatus according to claim 1, further comprising:

a networking module, coupled with the authentication

module, to wirelessly communicate with a user device
to facilitate the user device to program the authentica-
tion module.

7. The apparatus according to claim 1, further comprising:

a networking module, coupled to the authentication mod-

ule, to receive climate information near the apparatus
from an online service, and wherein the authentication
module is to further determine the access authorization
for the animal based at least in part on the climate
information near the apparatus.

8. The apparatus according to claim 1, wherein the entry
is an animal door comprising multiple gates and wherein the
authentication module is further to selectively unlock at least
one of the multiple gates based on the digital identification
from the animal.

9. The apparatus according claim 8, wherein the apparatus
further comprises the entry.

10. At least one non-transitory machine readable storage
medium having a plurality of instructions to enable an
apparatus, in response to execution of the plurality of
instructions by the apparatus, to:

receive a predetermined digital identification of an ani-

mal,;

provide an audible or visual instruction to the animal in

response to receiving the predetermined digital identi-
fication of the animal;

receive an audio or visual indicator of the animal in

response to providing the audible instruction or the
visual instruction;

determine an access authorization for the animal based on

the digital identification, at least one access rule, and a
verification comparison between the received audio or
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visual indicator of the animal and a known audio or
video sample of the animal; and

provide access to an entry for the animal by the apparatus

in response to the determined access authorization.

11. The storage medium of claim 10, the instructions to
further cause the apparatus to:

cause an animal treat to be dispensed to the animal based

on the audio or visual indicator of the animal in
response to the audible instruction or the visual instruc-
tion.

12. The storage medium of claim 10, the instructions to
further cause the apparatus to:

detect another animal in a vicinity of the animal;

wherein determine an access authorization is further

based on whether the another animal is detected in the
vicinity.

13. The storage medium of claim 10, the instructions to
further cause the apparatus to:

receive in-situ environmental information near the ani-

mal; and

determine the access authorization further based on the

in-situ environmental information.

14. The storage medium of claim 10, the instructions to
further cause the apparatus to:

log a result of the determining into an access log.

15. A method, comprising:

receiving a predetermined digital identification of an

animal;
providing, by an output module, an audible or visual
instruction to the animal in response to receiving the
predetermined digital identification of the animal;

receiving, by an input module, an audio or visual indicator
of the animal in response to providing the audible
instruction or the visual instruction;

verifying the received audio or visual indicator of the

animal by a comparison with a known audio or video
sample of the animal;
determining, by an authorization module, an access autho-
rization for the animal based on the digital identifica-
tion, at least one access rule, and verification of the
received audio or visual indicator of the animal; and

granting access, by an action module, of the animal to an
entry in response to the determined access authoriza-
tion.

16. The method of claim 15, further comprising:

causing an animal treat to be dispensed to the animal

based at least in part on a response of the animal to the
audible or visual instruction.

17. The apparatus of claim 1, wherein the output module
is further to provide and randomly select the audible instruc-
tion or the visual instruction to the animal from a set of
predetermined commands.

18. The non-transitory machine readable storage medium
having the plurality of instructions of claim 10, further to
randomly select the audible instruction or the visual instruc-
tion to the animal from a set of predetermined commands.

19. The method of claim 15, further comprising to ran-
domly select the audible instruction or the visual instruction
to the animal from a set of predetermined commands.
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